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A Method to Improve the Accuracy of Network Intrusion Detection System
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Abstract: Under conditions of heavy traffic load or sudden traffic busts, network intrusion detection system (NIDS)
may not inspect all monitored traffic. In view of the NIDS limitations, presents a method of selective packet discarding,
which is less affected by system load and enables NIDS to predict the system load conditions. By analyzing the system's
performance, proves that the method improves the detection accuracy of NIDS under the traffic overload.
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Flow size limit adjustment algorithm:

input: size of socket ( N=6 MB), processing time
(=10 second )

steps:

1) record the captured time of pockets in every socket
N, that iss; calculate the limit superior ¢, and limit infe-
rior ¢,;, of CPU process-time.

tn=0.95s, t..=0.80s
2)if <t turn step 8 ), else turn step 3 )

min

3 )calculate the counts of discarded packets in every
flow in ¢, that is NUM1
NUMI1= (#-0.955)N/t;
4) Descends the size of socket N of flow statistics
table in flow classification engine with NUM1;
S) reset ¢
=t-0.0;
6)if 1< t o turn step 10 ), else turn step 1)
7) Calculate the counts of dropped pockets from the
next group, NUM2
NUM2=(0.8s-1)N/t3
8) reset ¢
=t+0.01;
9)ifr> ¢t turn step 10 ), else turn step 1 )%
10 )keep the NUM1 and NUM2.
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