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Implementation of Elliptic Curve Encryption Algorithm Based on FPGA

ZHOU Weilong, OUYANG Hongbo, LI Xiaobao
( College of Electrical and Information Engineering, Hunan University of Technology, Zhuzhou Hunan 412007, China )

Abstract: A design and implementation of an elliptic curve encryption algorithm has been proposed based on

FPGA, with a detailed introduction to the hierarchical structure and block diagram design of elliptic curve encryption,

as well as an emphatic analysis of the calculation principles of modular-addition/subtraction and modular-multiplication,

followed by the completion of the FPGA program design of the core algorithm. Meanwhile, combined with Modelism,

the timing simulation results of modular-addition/subtraction and modular-multiplication can be obtained, thus verifying

the accuracy of the algorithm design.
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ECC HEN KR iR S5RizE,
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FINPgs g Zery , 435K FH Radix-4 parallel FEFe551: |
Radix-4 booth encoded 52 % %% % 7fe 7 54 v 55 Radi8-4
booth encoded AZFtitbiaferk . Horh 3k [8] R T 5 -
HERT L ARBRIA R E T, sl R AR TR 2k
TTBasE, F— 8w TN . A SCR
#4215 7 (hardware description language, HDL ) 3K
PG 2 RgEny ot 505 5.

1 HXEBIROW

SCHR [11] 4@ th bR R 2 BCC fikrhis iR 2
HAR OB RIE S, FRAAERN / was 5 5k s 5.
BN p, BEES (0,1, -, p-1} T RE
W GF(p), WHNAHBRE Fp, I84REIK GFp) +
FITCEA AN R aEE N
11 EEER

#a, be GF(p) , W (at+b)y=c, Hrp c & atbBlip
BN EHIARE, A0 < c<p-1, TN prin
A, REOR RIS RIS, ATEROR
c=(a+b) mod p,

Bk 1 AR Fp BRSNS o

i1 HA a, b, JHHO< a,b < p-1,

it . c=(at+b)mod p.

W3 (e, s[0]) < a[0]+b[0];

B for(i=1; i<x; i=itl)

(c, s[i]) < a[i]+b[i]*c;

153 (c, 5);

B if (e=1)

s=(c, $)-p
else if(s>p)

§=s=p
else

§=S3

PO return s,
12 #WHEEE

#a, be GF(p), W) (a-by=c, HH cZa-bHip
RIS AR, HH 0 <c<p-1, TN p B
PR, B X Rs R RIS, AT RIR N
c=(a—b) mod p,,

S 2 A BRI Fp b 2K RO A AR

Bik2 WiA: ab, FHFHO<ab<p-l,

#it: c=(a—b)mod p.

F—#+ (c, s[0]) < a[0]-b[0];

F_H, for(i=1; i<x; i=it+l)

(¢, s[iD)«—alil+bi]-c;

158 (c, 5);
=, ife==1

S=s—p
else

5=5;

SEPUH: return s

e AR, B TEBRREIEN A TEAR, 2
ST IR R n] L A EE A TE A
EIRAE . B 256 N O A TR N ek iz 5
W AE TS A2 DL 256 07 B8 A B B4 00 A T s
R, N —K, (AXHSSERER .
AT LA 256 15 58 RIS B 43 UL SE A [F] 55 43 (o Eicdis
XHE BARSHEIIR PR R, ER B R B IR T e oy
1.3 HEREEE

#ra, be GF(p), W (aby=c, H P cEabip
HIREIARE, IH 0 < ¢ < p-1, HHLFRR p 1T
P, ZHOR X R ERR SR, ATRIR R
c=(a-b) mod p.

S 3 AL L AL

k3 B SoRReRE a ARG In—
PR IANL, FAABERE a ', a={a, 0}, FCHIREIE
W,

W54 ifa[1]==0 and a[0]==0 N EHk{ ji5HE
UEBT AT E LA AL A A B —1L, a[1]. a[0] 551K
AR A S AU 5

if a[1]==0 and a[0]==1, JF FHLiL3RFN I a, 2R
JE 1L

if a[1]1==1 and a[0]==0, iLFBUIH L a, RIGH
B—1i;

if a[1]==1 and a[0]=—=1, AFHFEI B, ILAT
e LA 1L

2 ECC &%H FPGA iZit

2.1 HEH&MBZEE LN BEIER

IR 2 Bk R G S RE AN 1 B,
(53] 42 00 3005 I T T e T2 AT B S RN a2
SEI AN FR 43 A 5] i 2 25 B HE R 2 Ak, R
T AR AL R A XA, X A X
FPGA N A-A#HITAE T FIFO,

1) SLSCEIRIE, AL SRR B A 2]
BAR AT X B B S, 20 Bds i
Btk BAE Y s BRI, SFRFRIE R T
BHOTRSE UG, RS IR s S 2
HEHRZAEIK A, A BRI AT DL 3] ph 26 1
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Fig.1 Block diagram of elliptic curve encryption algorithm
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Fig.2 Hierarchical structure of elliptic curve

encryption algorithm
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5¢ i, FPGA 31+, Verilog HDL i& 75 1 —Fh
R ERGARTE T, RIHOR R 2 e s AR 3
LI . ARAEXHE S A RTE, A HDL 4
B3 B i A . A7 Ry AR A A A AR 3 RO
[y 2 AT R T T R s iy NS B
W, ORISR s E R R . Bl 3 R
SENER: B e

P avga_%e x| | B Home = o e
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sowennro [13 integer cnt;//ABKE

14 integer i;

5] always@ (posedge clk)//Aiilfifei

16 s begin

1574 pa[width+width:0]={255'b0,a_in,1'b0};// 1b0)

18 for (cnt=0; cnt<width; cnt=cnt+1)

19 e begin

20 8 case (pa[1:0])//pal)EFifipa[1:0] AFcasekiF&H
a8 | 2'b10:
B 5 | (e begin//pa=pa-b
Bwewey 1423 pa[width+width:width+1l] = pa[width+widtt
ox)24 rshift (pa, right) ; //PITHAGBtask TR

e S— |
end
2'b01:
> omeci27 & begin//pa=pa+b
pa[width+width:width+1] = pa[width+widt}
rshift (pa, right);//H#IFHARLEHtaskTFREF
end
default:
rshift (pa, right);//HEBITHREBtaskTFER

endcase

B3 HmEZEHERMERIRTREE
Fig. 3 Programming design interface of

modular multiplication module
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Flow Status Successful - Sun May 23 20:53:49 2021
Quartus II 64-Bit Version 13.1.0 Build 162 10/23/2013 S Full Version

Revision Name mod_multi

Top-level Entity Name mod_multi

Family Stratix III

Device EP3SL340F1760C2

Timing Models Final

Logic utilization 27 %
Combinational ALUTs 66,234 / 270,400 (24 % )
Memory ALUTs 0/135,200 (0% )
Dedicated logic registers 384 / 270,400 ( < 1% )

Total registers 384

Total pins 644 /1,120 (57 % )

Total virtual pins 0

Total block memory bits 0/16,662,528 (0% )
DSP block 18-bit elements 0/576 (0%)

Total PLLs 0/12(0%)

Total DLLs 0/4(0%)

B4 BEREREFER
Fig. 4 Compilation results of the modular

multiplication module
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AR a,, . FAINEL by, T ABEEL p,, VA
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a;,=5724 383A_42E6 7214 A512 B5SE9 F478
BA87 CAB3 5A23 BC54 4862 0011 _ABCD 8423
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p.,=FFFF_FFFF_FFFF_0000 0000 FFFF_0000
FFFF_A458 BFFA B786 BE56 B4C2 BA12 AB21
5551,

c.=1DAE_236C_EES81 3E24 B983 B6D5 06BD
D243 256C_3CF0 1624 498E 19D4 1733 1EA9
4D58.,

BNz AR AE Modelsim H A4 S 077 EL45 J 40
K5 P
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Fig. 5 Timing simulation results of

the modular addition module
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Gl ) [IFe =N SRR
3.2 RS

i AREL @y, HATRER By, AL pi, DL
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FF85 E25B,

b,=3BAS AB78 35BA 4573 14B4 ABI12 1487
AF96 6347 4D5A 175E_ABCF 1572 4A25
AE12 1453,

p.=FFFF_FFFF_FFFF_0000 0000 FFFF_ 0000
FFFF_A458 BFFA B786 BE56 B4C2 BA12
AB21 5551,

c.=49BB_FFAA EFE9 D89F 4170 F611 A2FF
7199 5A41 _C725 947B 3E87 4E68 6703 5173
CEO08.
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Fig. 6 Timing simulation results of

the modular subtraction module

Egﬁl‘\iﬁ*ﬁm*ﬁﬁ%ﬁd‘ ﬁAE@ﬁ*ﬁ ain\ bin U& pin

T A 0<ay,, by < pne RAMUEMIMES clk F
TR . ZAAES rst b TFARHLAFE | R ASE S select

IAKHLAE LA TP R (5 S start R HOSER, ¢ 4215
FIBOHE A5 R
3.3 IRFER

AR a, . FATEER by, HABEL p, . H
WATEAE IR oo N T RIS BB 2 35 IR

S TN €1 o8 VAT G e 1 46 2
el R

BN 3 AEHE. TR A 1 A5 o
2545, b,=5 2335, p.=8 795, P AL 2 AL

=456 825, b, =686 877, pn.=6956 454, % i
iﬁu/\ﬂﬁ 3 e a,=51 522 345, b,=12 879 353,
=69 482 464,

KI5 BT HAE Modelsim H 4 I 7 0 EL45 540
Bl 7 s

4 mod_mult_vig_tst/each. .. |x
51522345 D | T [ T [ [stoosss
18353 5335 12579353

e
-E
I I T .
E7 HEREEERNFHES

Fig. 7 Timing simulation results of

the modular multiplication module
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