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Network Security Situation Evaluation Based on Rough Set and Neural Network

Jiang Xuwei, Wen Zhicheng, Deng Yongjie
(' School of Computer and Communication, Hunan University of Technology, Zhuzhou Hunan 412007, China )

Abstract : In order to overcome the complex influences of uncertain factors of information high dimension, redun-
dancy and noise etc. in the multi-source data fusion on the network security situation evaluation, presents a network
security situation assessment method based on rough set and neural network. This method uses rough set theory capabili-
ties in machine learning, redundant information processing and feature extraction and combines with the neural network
ability of dealing with noise and arbitrary approximation to construct the situation assessing model composed of index
layer, discrete layer, rule layer and decision layer, and compares and studies it with BP neural network method. The
simulation experiment shows that the method has less deviation and can analyze network security situation more objec-
tively and accurately.
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Fig. 1 The rough set neural network evaluation model
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Table 2 Rough set neural assessment results

A S Sihrfmth W MR % B SR

91 0.881 0.868 1.56 =
92 0.834 0.817 2.07 =]
93 0.855 0.834 2.50 [
94 0.832 0.816 1.96 =]
95 0.537 0.531 1.28 h
96 0.334 0.330 1.39 1%
97 0.342 0.335 2.00 1%
98 0.868 0.879 1.27 =]
99 0.200 0.205 2.50 1%
100 0.417 0.407 2.39 ik
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Table 3 BP neural network evaluation results
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