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Study on Hybrid Bayesian Intrusion Detection Method Based on Factor Analysis

Wu Xinxin, Wen Zhicheng, Ye Jianjian

('School of Computer and Communication. Hunan University of Technology. Zhuzhou Hunan 412007, China )

Abstract: As the traditional Bayesian network intrusion detection technology exists some problems of low detection
efficiency owing to too much calculation and the single data source resulting in a certain influence on the accuracy of the
examination, puts forward a hybrid Bayesian intrusion detection technology based on factor analysis. The method applies
factor analysis to the attribute features selection of network connecting data and reduces the data correlation, at the same
time, integrates network data and the host data for analysis and evaluation of the current network security state to improve
the detection accuracy. The experimental results show that the proposed detection technology greatly reduces the dimen-
sion of data and improves the computational efficiency and detection accuracy.
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Fig. 1 Detection
model based on

Bayesian intrusion

F R AR P I LD AR LG H T2,
T 3 4 2365 TR AT LR DA £ 8 o A DR 2 Bt
DL B8 2Z A BB &R
R o3 B s B RN R
x =a,F +a,F,+---+a, F +e:
x, =ay, F ta,F,++a, F +e,,

(1)

xn = anlE +an2F2 + .“+aan;ﬂ +en ©

K X=(x,, x,,0, x, )AL A BEALAS B,
WEHR 0, TT2EM 15 Fi=1, 2, m) N X F—41A 3L
BFs e(i=1, 2,7, n) WRFIRE T, & x M8
AN o, WRFEGT, o BOV T4 AR5
AR FZ B AR, BIES § AN AESS AR
RIRLEE, o ROAEXHEBOR, AR SRS T £ Y
R |
R 2 JE R 4 AT 2R

a4y G 4
Ay dy G

anl anZ T anm

At A ] JBE 0 36 IR 14 07 22 STk IR 123 B
I MR EEM G . AR IR TR RO
K x X AIET F B OB RN 2
FEIR 719 77 22 sk RS2 B F 28 A 3R 7

1) AR . AR IR R R N T A AR 4
SR ATRIOTR BT AL, HARR B AL N
Xt x, W7 22 BT A B BTk, S 1 A o S IRk
ARt x, RS2 o ASRESEE EEBOR, ) xS i
x, XF F R — Ao i O SR

2) W FRIr 25wk A IR 5 22 Tk
SEN TR 4 (05 j SIROCR I M, FoR5
JOAIER TR x BRI A T 2 R, 2
Mg B A A LN E R bR . AL T 22T
B, 2R 5 ASAIE X x RS sl FF A
TR 4 BB —50 0 A IE I 507 22 Tk AR TG
ok, (AT RORE 2 3L D732 X x B2 g B9 R/
HATHEY , PR BUH R A I T

RBUREE N AILN T Z )5, RS AN T
SRR AR A ARG, WA A T I 7 e
DR~ 2 1 1 ) gl 2 8 DR A 4 I o DR 1 28 A
SRR AR ) o A1 IMRAE R AL, R AR R,
VAN = 0TI SR N Ao 5 e o T el N A S B e



54 oM Lok K % % 2013 4F
WSRO . TS BRI N TS0, e fEROE T R ——
LA F LR B A SRR T INCESI R ES 2y :

“ L ek, UK —HAMERNTIIRE [ g
3 MERMANERNRSZIRIT Ao ST TR A —
N BRI TR, 2 [ e | [

BT 50 B B9 TR A DL S AARAS I A5 54 DA 7
VT AAG I 2 AT PR A Gy —FR ARG AL,
MEHLRRBGE L HE . U REFTSEEL,
T I S £ LR A R AR S DR L 2 I Y
SN TREEG R 1o = alll| EEA S N LIRS L R e
BaA, RPN R Bl 7 sas IR e drik it
e r AL SRR B, T LB T B 2R
Ot RN, T 25 R S AR, 454 D
307 9] 248 6F BT A0 R B AT AR SR A, IR
B 28 PR 0E T Mo B AR OB, fim 285 25 i AL
TR 28 R A ORI 25 R, A5t 2 i R 25 2 77 2 5
Yol b LS 22 R, Aniel 2 R

| [ovmrse] [ mesmmr|
P P iy
e T
= s M |
AL el L EmTA | H
W | e | B A |
2 gallEe| EL g
o | RE|RE e ETR T g |
| ] v |
o

B2 BtRNEKNRGEE

Fig. 2 The improved system model of intrusion detection
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P(C | x)= (2)
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Fig. 4 Flow chart of intrusion detection
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Let M represent the net data;

ND=Net(M); /KM
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Let L represent the counter data;
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Counter++; // T B3
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return counter;

return counter 1;

CP=Compute(Counter ,Counter 1);
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return CP;
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