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Binary Image Information Hiding Detection Based on the Statistical Characteristics

Teng Junlin, Yun Hang
( Sichuan Engineering Technical College, Deyang Sichuan 618000, China )

Abstract: At present the problem to strengthen information confidentiality and security in various digital information
transmission increasingly causes the attention of people. The information hiding technology transfers message by means
of embedding private information in concealing information, so the hidden information detection is very important in the
field of information security. In view of binary image information detection, presents a binary image information hiding
detection method based on statistical characteristics. The method applies the statistical characteristics of binary image to
find those in accordance with binary image information detection needed for hiding analysis, and through the influence of
different steganalysis method on statistical characteristics, determines different characteristics applied for hidden informa-
tion detection of specific steganography, thus maintain the detection accuracy of carrier image with hidden information.
The experimental results show that the proposed method has the detection accuracy above 90% and can be used for the
current test system in security testing analysis of huge amounts of data.
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Fig. 2 ZK Algorithm detection
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