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Study on Security Model of Smart Terminal Based on Trusted Levels Measure

Guo Debiao, Chen Weibing, Wang Jinyan, Zhou Ying, Peng Zhixiang

('School of Computer and Communication. Hunan University of Technology. Zhuzhou Hunan 412007, China )

Abstract: A security model for smart terminal based on trusted levels measure named stTLM is proposed for effec-

tive solving user privacy protection and trusted communication between entities. Based on a lightweight trust levels

metrics mechanism, the model can provide a fine-grained security access authorization performance by grading tasks and

integrating reward-punishment mechanism. The evaluation result shows that the stTLM model has an excellent environ-

ment adaptability and dynamic performance. The model is easy to implement and be able to enhance the safety of the smart

terminal effectively in open environment.
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Fig.4 The simulation result for the effectiveness of stTLM model
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