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Abstract: With the standard regulation of IEEE 802.11 wireless local area network, the security issues become more and

more noticeable. WEP algorithm is the data encryption technology prescribed IEEE 802.11, which provides 64 bit and 128 bit key

mechanisms but still has many limitations. The working principle of WEP is analyzed and the secure troubles are also narrated.

Finally, its corresponding solving project is also discussed.

Key words: wireless local area network; network security; IEEE 802.11; wired equivalency privacy

0 5§

JCLk JRy 1 0 2 36 TR 5 M 7E 25 A R s R
T AL S 2 LA R, 1999 4 11 J1,
LAN/MAN PRifEZR L2 IR TCL TAEHE T IEEE
802.11 JCLJm IRt . FRTEFT X2 2 RE T 2
AL . —EUIRAE ;. ORBEE I, R wEPp
( Wired Equivalency Privacy. A FRXFEEHIEEALE] X, 40
A, X 2 ML E O T JCE R R 2 4t 22 A HL ]
B9 F S AMEERT . XX o MR BE, AT (R
P B AT ], PUARE: T WEP PRSCR T T4
T RC4 FIEREARIEBA, DA R P s 2R
AR, MAFE] Tz . B wep A5
FIAMTAE, MRl T HBEGOT ERyRER, (15 wEP
AR By A0 35 B i B T R

BB 2008-11-14
EEE
4%, E-mail: ztchina0070886@Sina.com

1 WEPHEZEHNIIERE

WEP MIYERIAT 2 s 1) BRI 2) &
PR ZNE L i 0k

M F IEEE 802.11 PMY A AR R v RERL LA
LRJRIN, IEN EE R, FrLh wEPp FEANIRIE -
I i 3] 0y 1) 2 A, AN SO TIE DTG 28 3 2182 A A
AP (A& I 1 22 4
1.1 WEP EEm®ZEREEmmEX

WEP il i & 3% 7 MO I 1 %8 kORI
B 3 B 4 TPkl 5 AP I 4L 4
AWEP I #8H . BARM WA wEep I %40 i WEP
Wi KeylD tRAE, K1 878 T WEP WIS

ik A\ C1979-), T, WHLFEBEA, W Tl AR, DO TR ML A, SRR o M HOR, FE%



51 KW LR wep L el AT 59
. S—— 1) WERITRWSC TR AR RCA(V s K). #F
” — — HE5 T%IM@J 1% S5 BT Rt B, DRE 911
HISCfE B
ARy 2) P=C & RCA(V> K)=(P & RC4(V> K)) &

i Bl RC4(V> K)=P;

3) KERCIS A, HalOr iR E M BISUE . pok
3 Brlus I Brly

1 WEP &R
Fig.1 WEP encrypted frame

1.2 WEPmMEIERE

WE P HHH A5 0y 6 22 10 % SR R A& i i i 2%
W - WECA( Wireless Ethernet Compatibility Alliance )
LI ER I Wi-Fi IAIER) WLAN 77 S #0205 F 5 2
V40 B HY WEP I B, A i i FEan R

1) A ( checksumming )o B SCARIETHE m
RSB c(M), B M I (M) ESEAT BIWISC p=
[M> c(M)] 3

2) . FEXAE RS, K ) BRI
KR RC4 B E, ilE 2 FiR .

VP 1 > 24 MERIWIIRARIO & vy, RCATHEM v
LB K7 A 1A 64 MLRYEENR, B 1 AMKTh
BEHLT-T5 P8 PRNG( pseudo random number generator )
SRIG BT SO S B IR A T S BRAE XOoR (id
&), FRNEMEL, B3 c=P&HRCA(V: K)

3) 155 K v R ¢ HREAT B AL 00 s A i,
TETCER B 6 1A% 4

14 -
P —_—
T ]

PRNEGG — o

2 WEPMERRE
Fig.2 WEP encryption process
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Fig.3 WEP decryption process
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